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Abstract 
 
Military command and control systems rely on infor-
mation that is timely, accurate, and in the correct form 
in order to make mission-critical decisions. Therefore 
these systems rely on having predictable quality of 
service, or QoS, for information creation, delivery, and 
processing. The Joint Battlespace Infosphere, or JBI, 
is an information system architecture being developed 
to support the military’s information exchange for de-
cision making at all echelons. The JBI is based upon a 
publish, subscribe, and query architecture with sup-
port for information fusion and aggregation. This pa-
per discusses the issues of providing QoS in a JBI im-
plementation and describes a prototype JBI 
implementing publish on demand, an approach to 
providing QoS managed information through a JBI. 
 
 
1. Introduction 
 

A large class of military operations, including 
command and control (C2) systems, involve informa-
tion exchange that must be timely, accurate, and in the 
correct form. The right information too late can be 
useless, as can timely information in the wrong form or 
with insufficient quality. Information delivery for mis-
sion-critical decisions in C2 systems needs quality of 
service (QoS) management because it competes with 
other interactions taking place, because it must occur 
in dynamically changing and unpredictable environ-
ments, and because it must often take place in re-
source-constrained situations. 

The Joint Battlespace Infosphere (JBI) is an 
emerging information management middleware being 
developed to provide military users with the informa-
tion needed to perform their functions, including dur-
ing crisis or conflict. To do this, the JBI must integrate 
data from a wide variety of sources, aggregate that 

information, and distribute it in the appropriate form 
and level of detail to users at all echelons [15][16].   

For the JBI to be a viable information exchange 
infrastructure for future military operations, it must be 
able to support the QoS-managed exchange of infor-
mation. However, the JBI architecture, which is built 
upon a publish/subscribe model for information ex-
change, provides some challenges for QoS manage-
ment, including the following: 

• Decoupling the consumer of information, who de-
termines the QoS requirements, from the provider 
of information, who determines its form. 

• The hiding of the JBI platform and its underlying 
infrastructure and resources, which must be man-
aged to provide QoS. 

• JBI information processing elements, fuselets, 
which can affect the quality of information and the 
quality of service without the JBI users’ knowledge. 

This paper discusses the issues in, and explores 
approaches for, providing Quality of Service (QoS) 
and Quality of Information (QoI) (which we will col-
lectively refer to as QoS) support in a JBI context. We 
begin, in Section 2, by giving a brief overview of the 
JBI, its scope, and its technical approach. In Section 3, 
we discuss issues in providing QoS management in a 
JBI implementation. In Section 4, we explore ap-
proaches to providing QoS management in JBI imple-
mentations. In Section 5, we discuss an approach, 
called publish on demand, that we have prototyped to 
provide a measure of QoS in a JBI implementation. 
Finally, in Section 6, we provide some concluding 
remarks. 
 
2. Overview of the Joint Battlespace 
Infosphere 
 

The JBI is an architecture for the next generation 
of command and control systems, intended to dramati-
cally improve the transformation of commander’s in-
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Figure 1.  There are three kinds of JBI messages – information objects, XPATH expres-

sions, and messages that are private to the platform. 

tent into effective action in the battlespace [15][16]. 
JBI is based on a foundation of five high-level critical 
system functions: 

1. Publish: Making information available to those 
who need it. 

2. Subscribe: Fulfilling a need for information 
whenever instances of that kind of information be-
come available at any point in the future. 

3. Query: Fulfilling a need for information with all 
instances of that kind of information that have 
been made available in the past. 

4. Transform: Turning low-level data into high-level 
information and making that high-level informa-
tion available to those who need it. 

5. Control: Turning information into action. 

The transform function is realized with compo-
nents called fuselets [10] which feed on information 
disseminated through publish, subscribe, and query. 
These decouple the user of information from its 
source, or at least make them less tightly coupled and 
independently (asynchronously) acting, a key underly-
ing principle of the JBI. JBI supports requests based on 
content, not on the identity of the information provider.  

The five high-level critical JBI functions are real-
ized by three essential architectural elements, which 
must be present in any JBI instantiation:  

1. The JBI platform provides a query broker, sub-
scription broker, management services, fuselet 
runtime environment, access control, etc. Different 
JBI platforms may provide these services in dif-
ferent ways, and the manner in which these ser-
vices communicate with one another is up to each 
platform implementation. 

2. JBI clients interact with the JBI platform, which 
means that they participate in at least one of the 
five critical functions. 

3. The JBI Common API (CAPI) [6] provides an in-
terface for JBI clients to interact with the JBI plat-
form in a platform neutral way.  

The JBI’s force template capability [9] is a place 
to specify information about a JBI client, useful to the 
JBI for plugging the client into existing interactions 
and for controlling the client’s behavior with regard to 
its JBI interactions.  

There are three kinds of messages in the JBI: In-
formation objects (IOs), XPATH expressions, and 
messages that are private to the platform, as illustrated 
in Figure 1. IOs are the common currency between the 
clients and the platform shown in Figure 2. XPATH 
expressions cover subscription and query messages. 
Messages between platform components might be RMI 
calls, CORBA calls, SOAP commands, or whatever 
private communication the platform uses. 

An IO consists of three parts: 1) Type; 2) Metadata; 
and 3) Payload. Associated with each type is XML 
schema that specifies the form of the metadata. The 
metadata part of the IO is an XML document conform-
ing to that type. The payload can be in any format, but 
the metadata has a text field that specifies the format so 
that a user of the object can make use of the payload. 

 
3. Issues in Providing QoS in a JBI 
 

The overall JBI objectives are paraphrased as 
“with the right access, provide the right information to 
the right person in the right form at the right time.” 
Some consideration for QoS is contained in this ex-
pression of goals, especially the phrases “right time,” 
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“right form,” and “right information,” which corre-
spond loosely to documented QoS attributes, such as 
timeliness, precision, and accuracy [7][17]. “Right 
access” and “right person” can pertain to security, sur-
vivability, and trust issues – all aspects of QoS. 

One of the core principles of the JBI is its pub-
lish/subscribe architecture that decouples information 
providers (publishers) from information consumers 
(subscribers) and both of these from the infrastructure 
that underlies the JBI. However, providing QoS in 
distributed systems has traditionally required the fol-
lowing knowledge and control: 

• Knowledge of a consumer’s use of information, 
which places requirements on the quality of the in-
formation and its delivery, and system QoS re-
quirements, which might require satisfying and 
trading off multiple, possibly conflicting, con-
sumer QoS requirements.  

• Control over the form and content of the informa-
tion provided, based on the QoS needs for the way 
the information is to be used. 

• Control over the delivery of the information, in-
cluding producer to consumer resource manage-
ment. 

The JBI’s complete decoupling of the information 
providers from information consumers, and hiding the 
information transport infrastructure makes it difficult 
to simultaneously capture the QoS requirements, shape 
the information, and control the resources of informa-
tion delivery – all elements traditionally necessary for 
end-to-end distributed QoS. 

The JBI as defined provides the following chal-
lenges for providing QoS: 

• QoS needs to include end-to-end delivery of the 
right data with the right characteristics (e.g., time-
liness, important data content) for whatever the 
consumer of the data needs to do. 

• Requirements driving QoS are typically associated 
with the consumer end, while the (shared) re-
sources for providing QoS are in the JBI infra-
structure, and the ability to modify data to ac-
commodate the resource availability and the con-
sumer needs lie with the data supplier (publisher).  

• The interoperation of many information sources 
and consumers via a JBI, with all of the informa-
tion directed through, managed by, and made per-
sistent by a JBI, could soon overwhelm that JBI. 
This becomes obvious when examining the trend 
in bandwidth requirements for this kind of data. 
As reported in the New York Times: “[A]irwaves 
over battlefields are becoming worrisomely 
crowded. In the 1991 gulf war, networked com-

puters fed information at a rate of 192,000 words 
per minute. Soon, the military will be transmitting 
the equivalent of the Library of Congress each 
minute, or 1.5 trillion words, says Col. Bruce 
Sturk, former director of the Air Force Experi-
mentation Office. UCAV's will eat up a tremen-
dous amount of that bandwidth, and tax already 
overburdened satellites, leading to the possibility 
of malfunctions on an unprecedented scale.” [1]  

• JBI’s inherently centralized data management 
worsens some existing information bottlenecks 
and motivates better management of the shared re-
sources.  

Fuselets provide additional challenges to QoS 
management in a JBI. The primary purpose of a fuselet 
is to capture information from one or more input pub-
lications, transform and combine those sources into 
new information, and publish that information back to 
the JBI platform, as illustrated in Figure 3. However, 
information published with a particular level of quality 
might have significantly different quality once trans-
formed. For instance, a weather fuselet may publish a 
weather forecast for a specific target location based on 
weather forecasts from nearby locations. This forecast 
is not likely to be as accurate as a weather forecast 
intended specifically for the target and based on obser-
vations at the target, but it may be possible to publish 
these forecasts more often. If a subscriber is subscrib-
ing to weather data for that target and both kinds of 
information objects are published, it needs to know 
that the fused weather forecast is less reliable than the 
actual forecast (though the fused forecast may be better 
in some respects if it is more current; that is also illus-
trative of a QoS tradeoff). But since the subscriber 
doesn’t know which forecast is fused, what it really 
needs is some kind of reliability contract from each of 
the information objects – a QoS specification that de-
fines how reliable the data is or needs to be in order to 
satisfy specific requests for data, and what to do if the 
specification can’t be met1. 

There can be chains of publish/subscribe interac-
tions and of fuselets, as illustrated in Figure 4. End-to-
end QoS needs to address the entire flow of informa-
tion along one of these chains and mediate the QoS 
demands stemming from multiple, simultaneously op-
erating chains. Furthermore, in addition to the de-
mands on the infrastructure for QoS of information 
                                                           
1 These types of QoS specifications, called QoS contracts, are a core 
piece of QoS-aware middleware, such as our open-source Quality 
Objects (QuO) middleware [12], others such as QoS Enabled Dis-
tributed Objects (Qedo) [13], and QoS standards activities [3]. QuO 
has been used for providing dynamic, adaptive QoS control in wide-
area and embedded environments and underlies the prototype imple-
mentation that we describe in Section 5. 

  



delivery, the fuselet chains can affect the quality of the 
content of the information. The quality and reliability 
of transformed information might get worse at each 
step through the fuselet chain. This degradation needs 
to be captured so that the end user of the information 
can reasonably assess its utility. If the probability dis-
tributions of errors in the information are independent, 
the degradation may scale linearly or even randomly 
with the number of levels. If the distributions of the 
errors are dependent (which is likely when the inputs 
to a fuselet are related), the degradation may scale ex-
ponentially with the number of levels, depending on 
the kinds of information involved. It may be impossi-
ble to model this without a substantial amount of 
metadata about the reliability model for the informa-
tion. Even if the model information is available, it can 
be difficult to describe joint probabilities from depend-
ent distributions. 

In addition, there could be significant lag time be-
tween the IOs that enter the chain at the left to the IO 
resulting on the far right side of the fuselet chain, 
based on each fuselet’s publication schedule, the 
length of the chain, and the QoS of the infrastructure. 
The “temporal extent” field for the originating IOs 
could be valid when they are processed by the first 
fuselets in the chain. The assumptions about temporal 
currency are pushed forward to the next level in the 
chain, without any way to trace back to the temporal 
extent of the original information. In short, fuselets 
down the chain could make perfectly reasonable deci-
sions about the validity of the input information that 
are wrong because the temporal validity was lost dur-

ing fusion. There are many ways besides temporal ex-
tent that chains can degrade information quality. 
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IO
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Figure 3. A fuselet “fuses” information from 
multiple sources and publishes the com-
bined information back to the JBI 

Therefore, any solution to providing QoS man-
agement in a JBI will need to: 

• Consider end-to-end QoS resource and data man-
agement;  

• Support dynamic conditions (since things will 
come and go and resource availability, informa-
tion needs, missions, and information availability 
will change dynamically);  
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Figure 4. Fuselets are often composed with 
one another 

• Consider tradeoffs (when missions come into con-
flict, when sufficient resources and/or data are not 
available; and when changes affect other things). 

Providing QoS in a JBI must consider both the 
quality of information (i.e., application-level QoS) and 
the quality of the infrastructure underlying the JBI 
(i.e., network-level and host-level QoS). There are 
ongoing activities to provide network QoS manage-
ment for JBI [2] and to provide survivability and secu-
rity within a JBI [11]. 

QoS for information exchange, with regard to the 
mechanics of delivering data from one place to another 
in a distributed network is frequently described in 
terms of attributes or properties. For example, Law-
rence et al [7][17] define the following three attributes 
of information QoS: 

• Timeliness – The time at which information is 
available as measured against its creation (stale-
ness), transmission (latency), use (deadline), etc.  

• Precision – The amount of data in the information. 
For example, the number of bits in an item of 
transmitted data or the number of significant digits 
in a measurement. 

• Accuracy – The amount of error (or, more exactly, 
the lack of error) in the data. In many cases, this 
reports how reliably the data that is used repre-
sents the data when it was created. 

These attributes relate, at least loosely, to some of 
the JBI goals. The “right time” can be expressed as 
timeliness, while the “right form” and “right informa-
tion” relate to the precision and accuracy of the infor-
mation. For example, these attributes can describe 
some of the measures of QoS for information transmis-
sion across a network: a network can introduce delay 
(affecting timeliness); lose packets (affecting preci-
sion); and introduce noise (affecting accuracy). 

In addition, we can identify additional QoS attrib-
utes that are important for mediating and adapting in-
formation from multiple sources in a resource con-
strained dynamic environment, such as that provided 
by the JBI. Two of these that are related to the JBI 
goals follow: 

  



• Importance2 – The source and receiver of the data 
must be able to quantify measures of importance 
for elements of the data in order to support intelli-
gent adaptation, filtering, and shaping of the data, 
when circumstances will not enable all data to be 
delivered. When the network cannot handle the 
full volume of data, the underlying transport will 
drop data (e.g., in protocols such as UDP) or in-
troduce delay (e.g., in reliable protocols such as 
TCP). However, the network transport will do so 
without regard to the relative importance of data 
elements (i.e., any bit is equally likely to be cor-
rupted) and without information about the mission 
priorities. Some protocols, such as Differentiated 
Services (DiffServ) [4], enable the priority treat-
ment of network traffic. These are at the per-
packet level and are just emerging for wireless tac-
tical environments. This requires a notion of ap-
plication-level and mission-level information im-
portance to translate into packet-level priorities 
and intelligently filter data when the transport 
cannot accommodate the full data traffic. 

• Trust – The confidence that the receiver of the 
data can have that the data is uncorrupted. This 
can entail aspects of the accuracy of the data as 
described above, but also includes how confident 
the receiver can be that the source of the data is 
trustworthy. This is especially important in a sys-
tem like JBI in which the source of data may not 
be known. Data processing, such as encryption, or 
additional data content, such as certificates, can 
increase the measure of trust in particular elements 
of data, but will usually come with tradeoffs, in 
the form of reducing the timeliness or increasing 
the amount of data. 

There are scenarios where both infrastructure QoS 
and information QoS must be considered simultane-
ously and are at opposing objectives. Consider an ex-
ample of an airborne sensor on an unmanned aerial 
vehicle (UAV) providing near real-time imagery to a 
ground based unit, such as an emergency response 
vehicle. The UAV is a JBI client capturing imagery for 
publication to a JBI platform through a low bandwidth 
connection. The constraints on infrastructure QoS (low 
bandwidth availability) may force the UAV to publish 
highly compressed/lossy images. The ground 
unit/subscriber, on the other hand, may have informa-
tion QoS requirements for high-resolution imagery. 
One solution might be for the publisher to deliver only 
the pieces of the images that the subscriber needs, and 

                                                           
2 Lawrence also mentions importance, but describes it in terms of 
maintaining variance in timeliness, precision, and accuracy, rather 
than as a QoS attribute. 

deliver those at higher resolution. But that solution is 
complicated by the fact that the subscriber can’t com-
municate these needs directly to the publisher. The 
publisher and subscriber communicate only with the 
platform so there is no way to explicitly task the UAV 
while staying within the semantics of JBI.  

Since the publisher does not know who will con-
sume its messages, it cannot tune the QoS require-
ments to those of the subscriber. Similarly, it cannot 
provide a worst case QoS requirement specification – 
one that would satisfy all potential subscribers – be-
cause different subscribers might have very different 
needs. Trying to satisfy every QoS requirement simul-
taneously might mean that no subscriber’s needs get 
fulfilled.  

This leads to a question of how to provide QoS in 
a JBI, how to do so while keeping the information 
source and its end user decoupled from one another, 
and what role information objects can play in this. QoS 
is a concern that crosscuts the publisher (the object that 
can provide information in various forms), the sub-
scriber (the object that knows what information in 
what form is important), and the platform (the infra-
structure that can control the QoS of information de-
livery). End-to-end QoS can only be achieved with 
knowledge of the objectives of the applications (i.e., 
the source and use of the information) and the mecha-
nisms or infrastructure available to deliver and process 
the information. This motivates the need for a middle-
ware-based solution for QoS, where the crosscutting 
knowledge of the applications and infrastructure can 
be utilized, without intertwining it in either. 
 
4. Approaches to Providing QoS in a JBI 
 

One approach to providing QoS in a JBI is 
through management only at the network layer. This 
approach would need to cover all implementations of 
the JBI and all data in the system, including things 
outside the JBI such as SNMP and NFS traffic. How-
ever, this approach pays little attention to the domain 
interpretation of the traffic contents, does not consider 
the requirements of the applications using the JBI, and 
therefore does not solve the problem of what form and 
with what quality publishers should provide informa-
tion. 

Another approach is to place QoS information in 
the metadata of objects, which directly addresses do-
main interpretation. Ideally, a QoS description would 
be an optional part of the metadata for the BaseOb-
jectData, and that description would conform to some 
well-defined XML schema. One problem with this 
approach is with inheritance. A new IO type that ex-
tends an existing IO type might have very different 

  



QoS parameters or different interpretations of the same 
parameters. QoS information is really a crosscutting 
aspect of the different IO types, but there is currently 
no support for this in JBI. On the other hand, if the 
QoS information is in the metadata, then clients can 
query it, and they can specify (some of) their QoS re-
quirements in the XPATH request protocols for sub-
scription and query. This offers considerable power 
with little change to JBI. 

The CAPI Connection interface is a place where 
certain types of QoS could be enforced. The CAPI 
Connection interface defines the actual client/platform 
interaction semantics, through which all client-to-
platform and platform-to-client messages are passed. 
Since the CAPI only defines interfaces with no explicit 
implementation, they can be realized in any way that 
satisfies the interface. A QoSAwareConnection, illus-
trated in Figure 5, could, for instance, manage QoS 
for client-to-platform interactions in a way where the 
client knows nothing about those functions. However, 
since a given CAPI implementation is likely to be de-
pendent on a particular JBI platform implementation, 
the portability of such a solution is limited. 

Force templates are another JBI feature that can 
provide some support for QoS. One possibility is that 
the force template can include the expected resource 
usage of a particular client. When a client enters a JBI, 
the JBI will either accept or reject its force template. If 
the force template is accepted, meaning that the client 
can connect to the JBI, the JBI creates a Force Tem-
plate Controller (FTC) that enforces that the client be-
haves the way its force template describes. If clients 
can specify the resources that they consume and the 
QoS with which they can publish information, and the 
JBI can enforce the templates, then a JBI can do at 
least some limited amount of resource management.  

Getting end-to-end QoS, however, from an infor-
mation publisher to an information consumer involves 
both what the clients do and the resources involved 
with delivering the information from one to the other. 
Furthermore, the clients’ requirements can change over 
time, especially as mission modes change and as the 
availability of resources change. To support this, we 
take an approach using QoS adaptive middleware, spe-

cifically BBN’s Quality Objects (QuO) middleware 
[8][12]. We built a prototype, described in Section 5, 
that uses QuO to manage QoS and information by 
shaping the published data and managing the network 
resources for delivering the data, based upon policies 
that are dynamic and mission-aware. 

<<interface>>

Connection
QoSAware-
Connection

 
Figure 5. A QoS aware Connection can be 
provided that looks like a Connection to JBI 
clients but that manages some QoS aspects. 

As part of the prototyping effort, we developed a 
publish on demand capability in a JBI implementation. 
This is suitable for supporting the collection and publi-
cation of information that has specific QoS demands 
based upon the way it is being used by the information 
consumer. It also helps manage the information over-
load of information sources that have access to large 
amounts of information (such as surveillance imagery).  

In its simplest form, publish on demand consists 
of an information supplier which subscribes to re-
quirements information. When an information con-
sumer publishes requirements information (describing 
the kind of information needed and the form in which 
it needs to be provided), the information supplier re-
ceives the requirements information, decides how to 
provide the information, and collects and publishes the 
desired information. The information consumer then 
receives the desired information. 

This approach obtains the desired results using the 
existing API and without any additional platform sup-
port. However, it requires the subscriber to be aware 
that certain information may only be available on de-
mand and take additional steps to account for that fact.  
Another possible solution is that the publisher could 
publish Information Objects for all its collectable in-
formation, but not actually perform any collection until 
the information from a specific Information Object is 
requested (using the getPayload() method). However, 
this requires the publisher to publish every possible 
piece of collectible information, along with every com-
bination of QoS/QoI capabilities.  

A variation on this approach is to move part of the 
publish on demand implementation into the JBI plat-
form. When the platform receives a subscription, it 
determines if a requirements publication is necessary, 
extracts the required publication metadata from the 
subscription’s metadata (including any QoS/QoI re-
quirements), and publishes the resulting requirements 
Information Object. On the publisher's end, a special-
ized Information MetaObject describes the ability to 
publish other Information Objects of a particular type 
and across ranges of attribute values. On receiving the 
publication of the Information MetaObject, the plat-
form sets up the appropriate subscription to match the 
range of requirements publications from the subscrib-
ers. On receiving the requirements Information Object, 
the platform makes a callback into the publisher, al-
lowing the publisher to examine the requirements 

  



metadata, collect the information, and publish the re-
sulting Information Object with metadata which 
matches those required by the subscriber. 

This approach has the advantages that it requires 
no additional action by the subscriber, only affects the 
publisher if he wishes to provide Information Objects 
on demand, and leverages existing mechanisms to 
communicate the required information. It has the dis-
advantages of requiring some extensions to the JBI 
API and additional complexity in platform implemen-
tations that support the feature. It would also need 
formalization of how the requirements publication is 
produced from subscriber metadata and vice versa. 

A variation on this would use the JBI to publish 
and subscribe to meta-data only. The JBI connects up 
publishers with subscribers that need timely informa-
tion, and the actual providing of the real-time data is 
performed through a direct client-to-client connection. 
This approach requires a back channel, perhaps a cli-
ent-to-client connection, currently not part of the JBI 
definition (but likely needed in some cases for ongo-
ing, longer transactions). Here the publisher filters 
publications based on runtime QoS measurements of 
the resources available, using consumer’s mission re-

quirements to evaluate tradeoffs. We use this approach 
in our Intrusion Tolerance by Unpredictable Adapta-
tion (ITUA) work [5]. 

There are a number of potential insertion points 
for QoS management in JBI, listed in Table 1. For the 
most part, the approach selected limits the choice of 
insertion point.  
 
5. Prototype Publish on Demand for JBI 

 
BBN and Scientific Research Corporation (SRC) 

developed the prototype system and proof-of-concept 
demonstration illustrated in Figure 6 [14]. In the dem-
onstration, a set of simulated UAVs sends weapon, 
target, and image data to a simulated Air Operations 
Center (AOC), which publishes the imagery to a JBI. 
A simulated Army Reconnaissance Unit subscribes to 
images covering the area through which it is moving. 
The prototype uses BBN’s QuO middleware [12] and 
SRC’s WARP network management software [14] to 
provide QoS and data management for the various 
types of data being transferred between the UAVs, 
AOC, Army Unit, and JBI: weapon state frames which 
include information about the UAVs (such as location, 

Insertion Point 

Between platform co
nents 

Between client and p
(metadata) 

Between client and p
(Connection) 
Within a client (e.g., 
CPU/bandwidth trad
fractal compression)

Between clients (e.g
lish-on-demand or ba
channel) 
At the network layer 

 

Table 1. Potential Insertion Points for QoS Management in JBI 

Platform 
Dependent 

Type of activity Notes 

mpo- Yes Remote method calls 
between components. 
Either side of call can 
control when interaction 
occurs 

May only be applicable in distributed platform 
implementations. High level of platform de-
pendence may be unattractive. 

latform No Pub/Sub/Query. Timing is 
controlled by publishers. 

Placing the QoS in the metadata can cause 
problems if an information object needs to be 
delivered in different forms to different sub-
scribers. Also, it is meaningless to put infra-
structure QoS information in the metadata 
because the metadata is about the object 
and not about the infrastructure. So this ap-
plies to information QoS only. 

latform Yes Pub/Sub/Query Greatest effect on infrastructure QoS. 

eoff in 
 

No—Done 
outside JBI 

Client keeps information 
about its environment to 
determine what informa-
tion to publish 

Largely outside the scope of JBI, but with 
possible payoff to JBI. 

., pub-
ck 

No, but client 
dependent  

Any kind of client-to-client 
activity 

Potential for significant improvement in in-
formation quality. 

No—Done Any network activity. Largely unaware of the importance the end 
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Figure 6. Scenario for the proof-of-concept demonstration 

heading, and speed); target state frames which include 
information about targets detected by the UAVs (such 
as location); and imagery collected by the UAVs of the 
area that they are searching. Weapon and State Frame 
data are smaller, but higher rate, than the surveillance 
imagery, which has larger amounts of data but is only 
published when it is needed (as described below).  

As part of the demonstration system, and in order 
to explore QoS in a JBI context, BBN developed a 
prototype JBI implementation. The platform was built 
using CORBA and an adaptation of the draft IDL 
CAPI specification to allow clients to be developed in 
different programming languages. The platform im-
plementation provides the basic publish and subscribe 
functionality, plus an additional publish on demand 
capability. The Information Object metadata is repre-
sented using a text representation of variable binding 
statements (e.g., “variable = value”) instead of 
XML, and subscription predicates are represented as 
boolean expressions over the metadata variables (e.g., 
“variable > value”). The platform implementa-
tion language, Python, has built-in support for dynamic 
evaluation of the bindings and predicates, which 
greatly reduced implementation time, and retrofitting 
XML support will require little change to the core plat-
form. 

The JBI prototype includes an adapter that pub-
lishes imagery from the UAV application to the JBI 
and a simulated Army Unit that subscribes to imagery 
for its location with certain QoS requirements. The 

goal is to have the UAV/JBI adapter request the trans-
fer of imagery from the appropriate UAV with the 
Army Unit’s desired QoS. The UAV application then 
manages the imagery transmission to meet the re-
quirements, if possible, and the results are published to 
the JBI where the Army Unit receives them through its 
subscription. 

Unfortunately, the basic publish and subscribe op-
erations do not provide the communication channel 
necessary for a publisher to discover that there are sub-
scribers interested in information that it can offer. To 
deal with this and similar issues, we added a publish 
on demand feature to the JBI platform. This required 
one API extension and some additional platform be-
havior; no additional hooks into the transport layer 
were required. The PublisherSequence interface 
was extended to allow the publisher to register an offer 
to publish. The new method takes a predicate describ-
ing the range of offered objects and a callback object 
that is invoked when a subscription matches the offer. 

Internally, registering an offer results in a sub-
scription to request objects for a particular object type. 
These request objects are created automatically by the 
platform in response to client subscriptions and include 
the subscriber’s predicate and sequence QoS attributes. 
When a request object is received at the publisher (or 
its agent), the platform tests the subscriber’s predicate 
against the publisher’s offer predicate and, if they 
match, invokes the publisher’s callback with a set of 
variable constraints describing the intersection of the 
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Figure 7. Image Application Data Flow in the Prototype System 

predicates and any additional QoS attributes. The pub-
lisher can then examine the constraints to see if they 
can be met, and if so, generate and publish a corre-
sponding Information Object. 

For the predicate matching to be effective, the 
publisher and subscriber need to agree on how to spec-
ify QoS and QoI for objects of interest. In the proto-
type, attributes relating to the data itself, such as size 
and quality, were included in the metadata and predi-
cate, while information about the timeliness of the data 
delivery was provided via the subscriber’s sequence 
attributes. Future work will need to explore how to add 
QoS extensions to the XML schemas in the Metadata 
Repository. 

Figure 7 illustrates the sequence of information 
flows involved in the publish-on-demand interchange 
of imagery information in the prototype system. A 
UAV node publishes information to the JBI indicating 
its location and the availability of imagery data it has 
gathered for that location (this is meta-data indicating 
the location and availability of imagery data; the im-
agery data is not published yet).  Meanwhile, a simu-
lated army unit subscribes to imagery information 
about the location through which it is moving, includ-
ing the QoS requirements corresponding to the use of 
the imagery (e.g., size, resolution). As publishing UAV 
nodes move over the location occupied by the army 
unit, the JBI server matches the locations in the UAV 
publication and the army unit subscription and notifies 
an imaging server. The imaging server requests im-
agery from the UAV flying over the army unit loca-
tion, including the consumer’s (army unit’s) QoS re-
quirements in the request. The UAV supplies the im-
agery in the form requested by the army unit and sets 

the network priority bits to affect the resources used 
for delivery. The imaging server forwards the imagery 
to the army unit.  

Notice that this prototype uses QuO and JBI mid-
dleware to maintain the decoupling of the UAV im-
agery publishing from the army unit imagery consump-
tion; to coordinate data and network QoS management 
to get end-to-end QoS for the image delivery; and to 
combine priority based techniques with data manage-
ment to mediate the relative importance of the various 
information – imagery, weapon state frames, and target 
state frames. It accomplishes this while providing the 
imagery data to the “right person” (the army unit) in 
the “right form” (according to the army unit’s require-
ments) at the “right time” (when the UAV is over the 
army unit’s location). 
 
6. Conclusions 
 

This paper makes a down payment on investigat-
ing many of the issues involved in transporting data 
with stringent QoS requirements via a JBI platform. 
There are many more issues raised than solved with 
this work, and additional areas to explore. Foremost 
among these is further definition and resolution of the 
meaning of QoS in the JBI definition and how data can 
be provided with the right quality to consumers when 
the producers, consumers, and infrastructure are de-
coupled. 

The current JBI definition is still evolving with 
regard to the QoS needs of many mission-critical mili-
tary operations. As the definition of the JBI matures, 
existing features become more firmly defined, and new 
features emerge, it’s important to identify how they 

  



can be used to specify, control, and manage necessary 
QoS requirements. We have identified three strategies 
–publish on demand, back channels, and force tem-
plates  – that can provide QoS for some classes of JBI 
applications. Middleware-based QoS management, 
which is being successfully applied to the QoS needs 
of large classes of military systems, is the right place to 
look for research that can apply to making the JBI plat-
form middleware more capable for providing, mediat-
ing, and managing the QoS demands of a larger class 
of systems. 

Many military operations, such as the detection, 
tracking, and prosecution of time-critical targets, rely 
on timely information that is much less useful if it ar-
rives at a consumer too late or in the wrong form. JBI 
implementations need sufficient control over their in-
frastructure to provide data with needed QoS for cur-
rent systems and for the systems that they might be 
tasked to support in the future. 

QoS support in JBI needs sufficient control and 
management of the following: 

• The source of information, 
• The infrastructure for transporting information,  
• The user of the information,  
• The competing demands of multiple information 

exchanges, and 
• Dynamically changing environments, e.g., re-

quirements, mission modes, participants, and re-
source availability and usage. 

The path to providing QoS support in JBI should 
start by reviewing the space of mission-critical military 
use cases; their QoS needs; and ongoing research in 
QoS for distributed embedded military systems. Then 
enhancements and refinements of the JBI definition to 
include QoS management as a first-class concern can 
be proposed, designed, and implemented. This paper 
takes a first step along this path. 
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