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Abstract - A myriad of applications such as radio frequency identification (RFID) and smart card net-
works are emerging in which nodes are designed for extremely low-cost, large scale applications such that
the replacement of batteries is not feasible. Energy conservation therefore becomes a major constraint.
Classical access protocols are either not energy conserving or lead to unacceptable delays. In a previous
work we proposed three new classes of energy-conserving access protocols designed to minimize delay
while drastically reducing the energy required at the mobile node. In this paper, we propose an extension
to one of those protocols which greatly reduces the worst case delay experienced by the packets.

1. INTRODUCTION they all have very limited communication and computing
ability. Due to this, in the following paper we are espe-
Radio frequency identification (RFID) tags such as thostally interested in active tags as they show a reasonable
used in warehouse and manufacturing systems represesd@promise between a processing power, communication
new type of mobile communication device where energgistance and cost which makes them extremely flexible in
conservation and low communication delay are criticghe types of applications they can be used for.
system parameters. These devices are currently being\lthough RFID does not dominate the popular litera-
used in a wide range of applications such as warehousetlgre the way “high profile” mobile computing applications
cation tracking, automatic inventory, automatic purchastch as cellular data and compression for video do, it nev-
ing and mobile remote sensing. The potential applicatiosgheless has an enormous potential for profit and impact
will increase as the RFID market expands 20 fold to ovetirough factory automation, and automatic information
$5 billion within the next 5 years [3]. retrieval. This potential has been seen by the number of
The term RFID is used to describe a wide range of radinajor companies which have been investing substantial
frequency identification devices. These range from puredynounts of resources towards the development of RFID
passive devices which only can send back a few tensprbducts. Motorola, Hughes (a subsidiary of GM Corpo-
bits over distances of a few centimeters to devices the sia¢ion), Micron and Texas Instruments boast the largest
of bricks which may have extensive communications wittnarket shares of this industry with many other companies
orbiting satellites. Two major characteristics define trappearing regularly. The future of RFID devices can be
size, cost and capabilities of RFID devices: either actigeen from the applications already in use. The following
or passive power, and either active transmit or modulatedamples are only a small section of RFID applications,
backscatter (either passive or reflective) transmission [8lit the size and complexity of tasks show the future po-
Active tags typically contain a microprocessor, battersential:
“ice. The Use of modiated backscatior spread specurur (16 US Postalsyster has begun tilzing ags o rack
in thése devices allows the tags to utilize energy radiated letters thrqugh_out their offices to mail as it flows
) though their offices and warehouses [4].
on the shared channel from the base station as power for
their uplink communication. There are a wide variety of e the United States Department of Defense recently
passive tag designs though due to a lack of power source, purchased $70 million of RFID equipment from Sav-



iTag for tracking cargo containers, shipping palettestation indirectly provides the energy for limited uplink
etc [12]. communication, but this requires that any uplink traffic be
o . . base station initiated. Therefore the “awake” state needs
* the Federal Aviation Administration (FAA) has rey, pe synchronized with the transmission of packets. It
cently entered into research and development agregy, 14 e understood that for this type of transmission
ment with Micron Communications to develop a sySsa s apility the circuitry is extremely simple and any power
tem for efficient tracking of baggage and passefy|ing of the communications circuits is merely the pres-
gers [9]. ence or lack of power to digital logic, a diode and an-

o Pierrel-Ospedali, one of Italy’s major pharmaceutf€Nn@. There is no major power loss from switching be-
cal companies has been using RFID tags in prod¥/€en sleep and awake states.

tion processes to maintain high standards in quality The allowable delay in an RFID access protocol is an
and sterilization control [2]. application dependent constraint. For example, tracking

the movement of tags across the cells within a system re-

e General Motors has been utilizing RFID tags foguires updates to be performed within a short, bounded,

maintaining accurate and timely data on work-inamount of time. The system is already constrained by
progress on their fully automated assembly lines [She speed of the shared channel and has to manage a po-

tentially large number of tags. Therefore, it is extremely

There are four observations pf these_ systems whigAportant for the access protocol to not add significantly
substantially affects the appropriate choice of a chanfglihe transmission delay.

access protocol: In [1], we addressed the problem of designivan-

] . munications protocols which operate under an energy
1. Scale: There may be a very large number of W'releséonstrajnt, in which the fraction of time slots in which

nqdes within a_small area. Evgn In a system Ut'l'z'nt%gs need to be in the active (awake) state is minimized
microcells, a single base station may have to com-

municate with a thousand tads and the access delay meets the applications constraints.

gs- Among the protocols proposed, tpseudo-random pro-

2. Cost: Due to the large number of extremely inexperfocol showed very good behavior under both uniform and
sive items to “tag” as well as the cost-ineffectivenedteterogeneous traffic destination distributions. Also, its
of reuse or recycling, nodes must be extremely ineflexibility and scalability suggested it would be the most
pensive, often on the order of only a few dollars. ~Suitable protocol for a general multicell tag system.

_ Unfortunately, no explicit bound on the length of the

3. Size: Nodes must be very small. The size of a pagkterval between two awake slots is included in the pro-
of cards will be the maximum size for many applicatocol. In this paper we describe and consider simulation
tions. results of a modification of the pseudo-random protocol

- o . which includes such a guarantee. Simulation results show

4. Trafficc Communication is typically based on short . S -

: fhat the new feature results in a limitation of the mini-

simple messages over a shared channel. Transniis- . .

m energy that can be achieved. However, for a fixed

sion speeds are usually low, on the order of tens o .
P y nergy, the average delay of the extended protocol is less

kilobits per second in order to minimize cost anﬁwn that of the original pseudo-random, with a conse-

wer of transmission. .
power of transmissio quent improvement of the performance for small delay

From these points it can be seen that two important gonstraints. As expected, the difference_ in performancg
sues must be addressed when designing an access p,q)%[ea_ses as the value of the guarant(_ee increases. The in-
col for a tag network: low energy utilization and low actroduction of a guarantee also results in a grgat improve-
cess delay. As in all mobile computing applications, tH8€nt of the worst case delay. In the remainder of the
battery’s energy is a limited and scarce resource, whichA@Per we first describe the tag network model, followed
not expected to increase in potential more than 30% in tA¥ & description of both the pseudo-random and modi-
near future [11]. The large number of nodes makes it eciied pseudo-random protocols. Using simulation results,
nomically impossible to replace or recharge the batterigée next describe the system behavior through compari-
Therefore tags must be designed so as to require a m#f" with thg original pseudo-random protocol and finally
mum of energy for operation. In order to conserve battefPnclude with a summary.
life, the tag can enter a “sleep” state where the CPU is
in a low power mode and radio reception is disabled. In 2. NETWORK MODEL AND PROTOCOLS
contrast with this, the “awake” state, in which the CPU DESCRIPTION
operates at full energy and the radio frequency circuitry is
active, can typically use 100 times as much energy.  We consider a single cell system where a base station

Uplink transmission can typically use twice as mucbommunicates withV tags through a wireless channel.
energy as reception [6]. As mentioned above, it is posJihe communication is packet-oriented. We assume the
ble to use spread spectrum modulation such that the btisee to be slotted and the base station’s transmissions to



be synchronized to the beginnings of slots. The packag slots with thes,, ... threshold. In other words, at each

length is constant and equal to one slot. In this model gt the tag will be awake if the random number it gen-

do not explicitly treat transmission errors. erates is less than or equaljoor it has been asleep in
We define araccess protocol as consisting of two com- all of the pasts,,,q, slots. This modification to the pro-

ponents: aransmission scheduling strategy at the base tocol does not introduce much additional complexity as it

station which in each slot selects a packet for transmissimerely adds a counter to the sleep schedule calculation.

from the arrival queue, andaake-up schedule at each As in the original pseudo-random protocol, the base sta-

tag which determines the slots in which the tag is awak&n transmits in each slot the oldest among the packets

In general, the transmission scheduling strategy can takBose destination is currently awake.

into account different parameters: the number of packets

in the queue, the packets’ ages, as well as the wake-up 3 g MULATION PERFORMANCE

schedules of their destinations. In the protocols discussed

here the “oldest packet” criterion is adopted to help megje simulated the reception @b, 000 packets for both

the application delay requirements. We next present tfg pseudo-random protocol and its extension with.

pseudo-random protocol and the modified pseudo—rand%ameters 05, 10, 15 and 20 slots. There wereV =

protocol. 1000 tags in the system, and the packet destinations were
chosen from a uniform distribution. We simulated two
21 Pseudo-Random Protocol systems, one with packets arriving with interarrival rate

values distributed according to a Poisson process rate of
The pseudo-random protocols are a class of protocgl9s and one with an arrival rate 6f2.
based on deterministic (pseudo-random) schedules whichthe simulation results are plotted in Figs.1 through 4.
preserves the power of randomization for fairness, whifgg.1 and Fig.2 depict the average energy per tag vs. aver-
providing the advantages of determinism, i.e., the basge delay per packet behavior of both the pseudo-random
station’s ability to predict tags’ state in each slot. In thignd its extension with varying values ©f,.,. It can be
class of protocols all tags run the same pseudo-randggen that for a particular value ©f,,, the minimum en-
number generator and determine their state (awake e9fy achieved by the extended pseudo-random is lower
asleep) at each slot based on a probahyliyd the stored bounded by-——. However, the average delay corre-
state of the random number generator. In order to availonding to a certain energy in the extended protocol is
a complete overlap of the wake-up schedules, the pseui&s than or equal to that of the original pseudo-random
random generator of each tag is initialized using a uniggeotocol, due to the fact that the probability of a tag being
seed, which is known at the base station. Therefore, by @svake in the current slot is greater than the inverse of the
ing the same pseudo-random number generator it is pagerage asleep interval. As,,.. increases, the difference
sible for the base station to determine the schedules of th%erformance between the two types of protocols de-
tags it wants to transmit to. The base station can initiag¢eeases, matching the intuition that whep,, exceeds
changes in the value of as a function of the load, thea certain value, the extended protocol should perfectly
number of tags, etc. Itis expected that with relatively lowpproximate the original pseudo-random. Different val-
data rates (and therefore longer slot times) and the lowgfs of the packet arrival process’s interarrival parameters
cost importance of the base stations compared to the tagisnot affect the wake-up schedules, but only the effec-
itis computationally possible to generate the large amouVieness with which it can be used, resulting in a higher
of random numbers within the amount of time necessagyerage delay when the probability of conflicts increase
to make an adequate selection of which packet is to . for higher\'s). The appropriate wakeup probabil-
sent. Additionally, at the tag level, reasonable randojy » should be chosen in a real system as a function of
number generators are not difficult to program on a mihe the acceptable delay, required energy savings, and the
crocontroller. For example, as described in [7] the corestimated arrival rate.
monly used linear congruential random number genera-Although these two figures show an improvement in
tor can be implemented in only four float point assembiyie average packet delay, the improvement in the over-
instructions. Alternatively a simple look-up table in nong|| distribution of packet delay more substantially shows
volatile memory could implemented if costs justify a CPlhe effect of the modification to the original protocol. In
without floating-point capabilities. Figures 4 and 3 we have plotted histograms of the de-
lay experienced by the packets for each of the simulated
protocols. Each line of the plot shows the percentage of
packets which experienced the delay for the original pro-
In this protocol we introduce a guaranteg,,, on the tocol, and the extended protocol with,,. values of 5,
maximum length of the asleep intervals. Eachtag notonly, 15 and 20 respectively. Each line for both figures
uses a pseudo-random generator to generate its wakshipws the performance of the protocol with an average
schedule, but also forces a bound on the length of a sleepergy consumption per tag, @fl 7. Since we are adding
ing interval by comparing a counter of consecutive sleepwake slots when including thsg,,, threshold, it should

2.2 Extensionsto the Pseudo-Random Protocol
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Figure 1: Original and modified pseudo-random protocol performance, lambda = 0.05 packets/slot
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Figure 2: Original and modified pseudo-random protocol performance, lambda = 0.2 packets/slot
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Figure 3: Histogram of delay distributions of the original and modified pseudo-random protocols for energy of 0.17
percent per tag per slot, lambda = 0.05 packets/slot
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Figure 4: Histogram of delay distributions of the original and modified pseudo-random protocols for energy of 0.17
percent per tag per slot, lambda = 0.2 packets/slot



be noted that we are using different valuesjdor each tremely small increase in tag complexity.

protocol though all result in the same average energy. It
can be seen that the original pseudo-random protocol has
a delay distribution which falls off as a slowly decaying
exponential curve starting with approximately 14 to 16%[1]
of the packets experiencing a 1 slot delay and nearly zero
packets experiencing a delay of more than 25 slots. Note
that a delay of 1 slot is minimum for our simulation sys-
tem as we are utilizing slotted packet arrivals such thae]
new packets are added to the queue of available packets
at the very end of each slot. The protocol with a value 0{3]
Smaz = D Shows a dramatic improvement over the origi-
nal protocol. Nearly none of the packets experience more
than a 13 slot delay and approximately 90% of the packf4]
ets experience a less than a 6 slot delay. The other lines of
the histogram show how an increase& jp,. increases the
width of the delay distribution, eventually approximating
the original protocol fok ;4. = 20. [
Intuitively, these performance increases can by under-
stood by considering the probability of an individual tag
being asleep for a certain number of slots for either proto[G]
col. In the original protocol, each tag is asleep faon-
secutive slots with a probability @1 — p)7. This means
that, although fop = 0.17 it is expected that on average
atag is only asleep for only 6 slots, there is a 30% proba-
bility that a tag will be asleep for greater than 6 slots. Or{7]
the other hand, in a system with,,.. = 6, the probabil-
ity is zero of a tag being asleep for more than 6 slots for
a similar amount of energy expended. Therefore, in the
modified pseudo-random protocol we can see a substalf
tial improvement in the delay distribution and any traffic
delayed more thas,, ., slots is due to multiple packets at
the base station having tags awake at the same time. Ad-
ditionally, when using a non-zero value foy the modi- 9]
fied protocol’s wakeup schedules should be uncorrelateg
to each other enough such that it is a rare case that traffic
to one tag regularly conflicts with traffic with another tag.
This can also be seen through the histograms.

4. CONCLUSIONS

[10]
For many RFID applications, meeting the access delay
constraints will be an important part of justifying a busi-
ness’ investment into this new technology. In this paper,
we proposed an extension of the pseudo-random enerpyi]
conserving access protocol, which maintains the features
of flexibility and efficiency of this protocol, while strongly
reducing the worst-case delay. In particular, the minji2]
mum energy achievable by the extended pseudo-random
is lower bounded by a function of the threshold parame-
ter, but the average delay we obtain for a fixed energy-
consumption is better than that of the original pseudo-
random protocol. The new protocol provides a guarantee
on the length of the interval before a tag can be reached,
and it was shown that given a moderate packet arrival rate,
we are able to substantially reduce the delay experienced
by the vast majority of packets, while only adding an ex-
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