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1 
SYSTEMS AND METHODS FOR 

FORWARDING DATA UNITS IN A 

COMMUNICATIONS NETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

US 8,103,792 B2 

2 
Therefore, there exists a need for systems and methods that 

improve routing of data in mobile, multi-hop networks. 

This is a continuation of and claims priority to U.S. patent 

application Ser. No. 10/649,030, filed on Aug. 27, 2003, 

which is hereby incorporated herein by reference in its 

entirety. 

GOVERNMENT CONTRACT 

The U.S. Government has a paid-up license in this inven- 

tion and the right in limited circumstances to require the 

patent owner to license others on reasonable terms as pro- 

vided for by the terms of Contract No. DAAD 19-01-C-0027 

awarded by the Department of the Army. 

FIELD OF THE INVENTION 

The present invention relates generally to communications 
networks and, more particularly, to systems and methods for 25 
forwarding data units in a communications network. 

BACKGROUND OF THE INVENTION 

Multi-hop networks are useful in many situations where 
network infrastructure either does not exist or cannot be 
trusted. Examples include military operations, disaster relief, 
and temporary offices. Multi-hop networks (also called 
packet radio networks, ad hoc networks, or mesh networks) 
typically use radio frequency (RF) transceivers to send and 
receive data. In a multi-hop network, nodes in the network 
typically include a "forwarding" module that performs the 
functions of: 

1. Accepting packets from the lower layer radio, the upper 
layer Internet Protocol (IP) protocols, or the network control 
protocols. 

2. Using the final destination(s) and type of service (ToS) 
bits in the packet to determine the appropriate next hop(s) in 
the network. 

3. Determining the type of service requirements in terms of 
radio transmission characteristics and queuing discipline. 

4. Passing the packet to the correct interface or interfaces 
for radio transport or dropping the packet. 

In most multi-hop radio systems, this forwarding opera- 
tion, which is also referred to as a switching operation, is 
typically faster than the radio transmission to the next-hop(s), 
so queues need to exist inside a node for holding packets that 
are waiting to be sent. In a highly mobile multi-hop network, 
it is not uncommon for the next-hop of a packet to change 
between the time the packet is initially received and pro- 
cessed and the time the interface is ready for transmitting it to 
a next-hop. In a system that has long queues between the 
forwarding next-hop lookup and the transmission of the 
packet by radio, situations can exist where packets at the head 
of the queue (next in line for transmission by the radio) have 
been designated for transmission to next-hops that are no 
longer reachable by the radio. This causes many re-transmis- 
sions to occur since the radio layer does not know that the 
next-hop is now unreachable. These re-transmissions can fur- 
ther delay other packets already in queue so that their next- 
hops may now also be unreachable by the time these packets 
reach the head of the queue. 

SUMMARY OF THE INVENTION 

Systems and methods consistent with the principles of the 
invention provide improved techniques for routing data in 
communications networks. 

In one implementation consistent with the principles of the 
10 invention, a network device that includes one or more queues, 

one or more network interfaces, and a forwarding module is 
provided. Each queue is configured to store one or more data 
units. Each of the network interfaces is associated with at least 

15 
one queue of the one or more queues and is configured to 
forward the one or more data units to other network devices. 
The forwarding module is configured to receive a first data 
unit, identify one of the network interfaces for transmitting 
the first data unit, and store the first data unit in a queue of the 

2o at least one queue associated with the identified network 
interface. The forwarding module is further configured to 
retrieve the first data unit from the queue associated with the 
identified network interface, determine one of the network 
interfaces for transmitting the first data unit, and forward the 
first data unit to the determined network interface when the 
determined network interface corresponds to the identified 
network interface. 

In another implementation consistent with the principles of 
the invention, a method for transmitting data units from a 

3o node that includes one or more network interfaces is pro- 
vided. The method includes identifying a first one of the 
network interfaces to transmit a data unit when the data unit is 
received by the node or generated by the node; determining a 
second one of the network interfaces to transmit the data unit 

35 when the data unit is ready to be transmitted by the node; and 
transmitting the data unit via the second network interface 
when the second network interface is the same as the first 
network interface. 

In yet another implementation consistent with the prin- 
4o ciples of the invention, a method for storing data units in a 

node that includes a group of queues is provided. Each queue 
is associated with a priority and one or more buffers. The 
method includes determining whether a data unit is locally 
generated, where the data unit is associated with a priority; 

45 determining, when the data unit has been locally generated, 
whether a number of buffers in use for data units of equal or 
higher priority exceeds a threshold; dropping the data unit 
when the number of buffers in use exceeds the threshold; 
determining, when the data unit is not locally generated or the 

5o number of buffers in use does not exceed the threshold, if a 
free buffer exists; storing, when a free buffer exists, the packet 
in the free buffer; selecting a non-empty, lower priority queue 
from the plurality of queues when no free buffer exists; emp- 
tying a buffer from the selected lower priority queue; and 

55 storing the data unit in the emptied buffer. 
In still another implementation consistent with the prin- 

ciples of the invention, a method for processing a multicast 
data unit in a node that includes one or more network inter- 
faces is provided. Each of the network interfaces is associated 

6o with at least one queue. The method includes storing the 
multicast data unit in a memory, storing a virtual placeholder 
in a queue of the at least one queue associated with at least one 
of the one or more network interfaces, identifying, when one 
of the virtual placeholders reaches a head of one of the at least 

65 one queue, neighboring nodes to receive the multicast data 
unit, identifying, for each identified neighboring node, one 
network interface of the one or more network interfaces, and 
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placing a copy of the multicast data unit at a head of a queue 

of the at least one queue associated with each of the identified 

one network interfaces. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in 
and constitute a part of this specification, illustrate an 
embodiment of the invention and, together with the descrip- 
tion, explain the invention. In the drawings, 

FIG. 1 illustrates an exemplary network in which systems 
and methods consistent with the principles of the invention 
may be implemented; 

FIG. 2 illustrates an exemplary configuration of a node of 
FIG. 1 according to one implementation consistent with the 
principles of the invention; 

FIG. 3 illustrates an exemplary configuration of a priority 
queue of FIG. 2 in an implementation consistent with the 
principles of the invention; 

FIGS. 4-6 illustrate an exemplary process for enqueuing 
packets to be transmitted from the node of FIG. 2 in an 
implementation consistent with the principles of the inven- 
tion; 

FIG. 7 illustrates an exemplary alternative configuration of 
a node of FIG. 1 in an implementation consistent with the 
principles of the invention; 

FIG. 8 illustrates an exemplary process for enqueuing 
packets to be transmitted from the node of FIG. 7 in an 
alternative implementation consistent with the principles of 
the invention; and 

FIGS. 9-11 illustrate an exemplary process for dequeuing 
packets in an implementation consistent with the principles of 
the invention. 

DETAILED DESCRIPTION 

The following detailed description of implementations 

consistent with the principles of the invention refers to the 

accompanying drawings. The same reference numbers in dif- 

ferent drawings may identify the same or similar elements. 

Also, the following detailed description does not limit the 

invention. Instead, the scope of the invention is defined by the 

appended claims and their equivalents. 

Implementations consistent with the principles of the 

invention may provide just-in-time forwarding decisions to 
ensure that data being transmitted by a node in a communi- 

cations network reaches its intended destination. 

While the foregoing description focuses on a multi-hop, 

wireless network, implementations consistent with the prin- 

ciples of the invention are equally applicable to wired net- 

works, optical networks, and hybrid networks including a 

combination of wired, wireless, and/or optical technologies. 

Exemplary System 

FIG. 1 illustrates an exemplary network 100 in which sys- 

tems and methods consistent with the principles of the inven- 

tion may be implemented. Network 100 may include mobile 

nodes 110 that may route data between network devices or 

networks. Seven nodes 110 have been shown for simplicity. A 

typical network may include more or fewer nodes than illus- 

trated in FIG. 1. 

The network devices may include devices, such main- 

frames, minicomputers, personal computers, laptops, per- 

sonal digital assistants, or the like, capable of transmitting 

data via nodes 110. Network devices may also include routing 

4 
and/or switching devices. Network devices may connect to 

nodes 110, such as nodes A and F 110, via wired, wireless, 
and/or optical connections. 

Nodes 110 may include one or more devices for receiving 

5 and transmitting data in network 100. A node 110 may, for 

example, transmit data to other nodes in the form of packets or 

other types of data units, such as cells. Each node 110 may 

also include logic that enables nodes 110 to find each other, 

determine paths through network 100 for data traffic from 

10 source to destination(s), and detect and repair ruptures in 

network 100 as nodes 110 move, as nodes fail, as battery 

power changes, as communication path characteristics 

change, etc. 

FIG. 2 illustrates an exemplary configuration of a node 110 

15 according to one implementation consistent with the prin- 

ciples of the invention. The configuration illustrated in FIG. 2 

is provided for explanatory purposes only. Other configura- 

tions are possible. Moreover, node 110 may include other 

components than those illustrated in FIG. 2 that aid in receiv- 

2o ing, processing, and/or transmitting data. 

Node 110 may include a group of applications 210, an 

Internet Protocol (IP) stack 220, a just-in-time (JIT) forward- 

ing module 230, a group of network interfaces 240-1 through 

240-i, a routing module 250, a neighbor discovery module 

25 260, and other processing modules 270. Applications 210 

may include a group of network applications that generates 

packets (or other data units) to be transmitted to network 100 
and/or processes packets received from network 100. Appli- 

cations 210 allow users to interact with network 100. Appli- 

3o cations 210 may include telnet, file transfer protocol (ftp), 

e-mail, Internet Relay Chat (IRC), etc. 

IP stack 220 includes the Internet Protocol. When sending 

packets, IP stack 220 determines how to get the packets to 

their destination. When receiving packets, IP stack 220 deter- 

35 mines where the packets belong. 

JIT forwarding module 230 may consult routing tables 

provided by routing module 250 to construct and forward 

packets to appropriate destinations via neighboring nodes 

110 of network 100. As illustrated in FIG. 2, JIT forwarding 

4o module 230 may include queues 232-1 through 232j (collec- 

tively referred to hereinafter as queues 232), where j is a 

positive integer greater than or equal to one. It will be appre- 

ciated that in alternative implementations consistent with the 

principles of the invention, another module, such as a queuing 

45 subsystem or a radio driver, acting in concert with or on behalf 

of (or semi-independently of) JIT forwarding module 230, 

may be responsible for managing queues 232. Moreover, in 

other implementations, queues 232 may be located externally 

to JIT forwarding module 230. 

5o The number of queues 232 may correspond to the number 

of network interfaces 240 associated with node 110. Other 

mappings of groups of queues to network interfaces 240 are 

possible. For example, the set of queues associated with a 

network interface 240-1 through 240-i can be arbitrarily com- 

55 plex (e.g., forming part of a differentiated services scheduler 
that supports a multiplicity of per-hop behaviors). As another 

example, one or more network interfaces 240 may support 

multiple physical or logical channels or circuits. In this situ- 

ation, a different set of queues may be associated with each 

6o channel or circuit that the network interface supports. 

In an alternative implementation consistent with the prin- 

ciples of the invention, such a network interface may be 

treated as if it includes a set of logical network interfaces 

240-m through 240-n (not shown). Each logical network 

65 interface could be associated with one or more of the indi- 

vidual circuits, channels, or other packet classes that the 

(physical) network interface supports. The number of logical 
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network interfaces associated with a single physical network 

interface may be fixed, or the number may vary over time, 

depending on the number circuits, channels, or other packet 

classes that presently exist. 
The storage of data units (e.g., packets, cells, etc.) in 

queues 232 may be based on priority or something other than 

priority. The size of each queue 232-1 through 232-j may be 

the same or different for network interfaces 240-1 through 

240-i (collectively referred to hereinafter as network inter- 

faces 240). In one implementation, the size of each queue 232 

may be capped. 

FIG. 3 illustrates an exemplary configuration of queue 

232-1 in an implementation consistent with the principles of 

the invention. It will be appreciated that the other queues 232 

may be similarly configured. As illustrated, queue 232-1 may 

include a group of sub-queues 310-1 through 310-p (collec- 

tively referred to hereinafter as sub-queues 310), where p is a 

positive integer greater than or equal to one. Each sub-queue 

310 may store one or more packets for transmission via a 

network interface 240-1 through 240-i (FIG. 2). 

In one implementation, groups of sub-queues 310 may be 

associated with different priorities. For example, one group of 

sub-queues 310 may be designated as low priority queues, a 

second group of sub-queues 310 may be designated as middle 

priority queues, and a third group of sub-queues 310 may be 

designated as high priority queues. Alternatively, each sub- 

queue 310 may be associated with a different priority level. 

For example, sub-queue 310-1 may be designated as a lowest 

priority sub-queue, sub-queue 310-2 may be designated as a 

higher priority sub-queue than sub-queue 310-1, sub-queue 

310-3 may be designated as a higher priority sub-queue than 

sub-queue 310-2, and sub-queue 310-p may be designated as 

a highest priority sub-queue. Other sub-queue priority desig- 

nations may alternatively be used. 

Returning to FIG. 2, each network interface 240-1 through 

240-i may cause packets (or other data units) to be transmitted 

to or received from a neighboring node 110 via one or more 

antennas (not shown). The antennas may include, for 

example, a directional antenna and/or an omni-directional 

antenna. 

Routing module 250 may manage one or more tables that 

are compatible with JIT forwarding module 230. JIT forward- 

ing module 230 may use multiple tables acquired from rout- 

ing module 250 based on characteristics, such as a type-of- 
service (ToS) of a packet, to ultimately generate routing 

information, control information (e.g., a radio profile) for 

network interfaces 240, and an indication of a correct queuing 

discipline to use with the packet. It will be appreciated that 

ToS is sometimes alternatively referred to as "Quality of 

Service" (QoS). Typically, a ToS indicator is assigned to a 

packet by an application to specify particular service param- 
eters. The service parameters may include transmission 

power requirements, priority indicators (e.g., "urgent" or 

"low delay"), error ratios, resilience, transit delay, and so 

forth. 

In one implementation consistent with the principles of the 

invention, routing module 250 may provide JIT forwarding 

module 230 with the information that it needs to determine, 
based on the ToS and other characteristics of a packet (which 

may include the type and value of a destination identifier), (1) 

one or more next-hop addresses that identify the next hop 

(i.e., neighboring node) or next hops to which a packet is to be 

transmitted; and (2) for each next hop, the identifier of the 

radio profile to be used when transmitting the packet to that 

next hop. JIT forwarding module 230 may use each radio 

profile identifier to index into a radio profile table that is 

designated for this particular packet. Different interfaces 240 

6 
may be associated with different radio profile structures to 

reflect the fact that interfaces 240 may be different types of 

network interfaces. JIT forwarding module 230 may forward 

packets to the correct network interface 240-1 through 240-i, 
5 or network interfaces 240, for transmission. Additional infor- 

mation regarding radio profiles and the operation of routing 

module 230 may be obtained from copending, commonly 

assigned, U.S. patent application Ser. No. 09/748,621, filed 

Dec. 22, 2000, and entitled "Architecture and Mechanism for 
10 Forwarding Layer Interfacing for Networks," the entire con- 

tents of which are expressly incorporated by reference herein. 

Neighbor discovery module 260 may store location infor- 

mation for node 110 and any neighboring nodes 110 in net- 

15 work 100. For example, neighbor discovery module 260 for 

nodeA 110 (FIG. 1) may store location information for neigh- 

boring (or next hop) nodes B, D, and E 110. Neighbor dis- 

covery module 260 may transfer next hop location data to JIT 

forwarding module 230. JIT forwarding module 230 may 

2o place node ll0’s location information into messages that are 
to be broadcast, for example, via an omni-directional antenna 

or one or more directional antennas to neighboring nodes 110. 

Other processing modules 270 may include other well- 

known processing components that may be included in a node 

25 in a communications network, such as network 100. Other 

processing modules 270 may, for example, include a location 

determining component, such a global positioning satellite 

(GPS) driver that receives position and orientation data and 

determines latitude, longitude, and an orientation that corre- 
3o sponds to the position and orientation data. The GPS driver 

may further, based on historical position and orientation data, 

determine a current heading of node 110. Other processing 

modules 270 may also include a link characterization com- 

ponent that determines link quality and power control infor- 
35 mation related to transmitting and receiving packets to and 

from neighboring nodes 110 of network 100. 

Exemplary Processing 

40 FIGS. 4-6 illustrate an exemplary process, performed by 

JIT forwarding module 230, for enqueuing packets to be 

transmitted from node 110 in an implementation consistent 

with the principles of the invention. It will be appreciated that 

in other implementations, some of the acts described below 

45 may be performed by another module working on behalf of or 

in conjunction with JIT forwarding module 230. Processing 

may begin with JIT forwarding module 230 receiving a 

packet (act 405, FIG. 4). The packet may be received locally 

from, for example, IP stack 220, routing module 250, neigh- 

5o bor discovery module 260, other processing modules 270, or 

via an interface from a neighboring node 110. Upon receipt of 

the packet, JIT forwarding module 230 may determine 

whether the packet is a control packet (act 410). For example, 

JIT forwarding module 230 may determine that the packet is 

55 a heartbeat packet, a link state update (LSU) packet, or the 

like. 

If the packet is a control packet, JIT forwarding module 

230 may determine if the packet is destined for this particular 

node 110 (act 505, FIG. 5). JIT forwarding module 230 may 

6o make this determination by, for example, examining a desti- 

nation address associated with the packet. When the destina- 

tion address associated with the packet matches node ll0’s 

network address, then JIT forwarding module 230 may deter- 

mine that the packet is destined for this node 110. In such an 

65 event, JIT forwarding module 230 may forward the packet to 

the appropriate network application 210 within node 110 (act 

525). 
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If the packet to be processed is a control packet that is not 

destined for this node 110, no next hop lookup is performed 

because it is assumed that all control packets are single hop 

only (therefore the destination address provided is either 

broadcast or a neighbor’ s address). In other implementations, 

control packets may be processed in a manner similar to that 

described below with respect to unicast and/or multicast 

packets. The module that forwards the control packet to JIT 

forwarding module 230 (e.g., module 250, 260, or 270) may 

be responsible for explicitly specifying the radio profile index 

and ToS value to be used when processing this packet. There- 

fore, if JIT forwarding module 230 determines the control 

packet is destined for another node 110, JIT forwarding mod- 

ule 230 may obtain the radio profile index and To S value from 

the control information provided with the packet (act 510). 

JIT forwarding module 230 may use the radio profile index to 

lookup a particular radio profile in the table associated with 

control packets of this particular type (act 515). JIT forward- 
ing module 230 may use the appropriate radio profile table 

provided by routing module 250, neighbor discovery module 
260, and/or other processing modules 270. In one implemen- 

tation consistent with the principles of the invention, a unique 

radio profile table may be used and managed by routing table 

250, neighbor discovery module 260, and each module within 

other processing modules 270. The radio profile identifies the 

particular network interface 240-1 through 240-i that should 

receive this packet. It is assumed hereinafter that network 

interface N 240 is to receive this control packet, where 

1 =<N=<i. The ToS value may specify, among other things, the 
priority to be given to this control packet. In one implemen- 

tation consistent with the principles of the invention, control 

packets are given a "highest priority" queuing discipline, so 

that they are guaranteed to have absolute priority over other 

types of traffic. 

Once the network interface lookup is performed (via the 

radio profile), JIT forwarding module 230 may assign a 

sequence number to the packet and store the packet in the 

appropriate sub-queue 310 that is associated with interface N 

240 (act 520). As will be described in additional detail below, 
the sequence number allows JIT forwarding module 230 to 

reorder packets within priority queues 232. Therefore, node 

110 need not transmit this sequence number to other nodes 

110 once the packet has left queues 232. In one implementa- 

tion, the sequence number is a 32-bit value that is shared 

among all network interfaces 240. Since the packet is a con- 

trol packet, JIT forwarding module 230 may, for example, 

store the packet in the highest priority sub-queue p 310 within 

queue N 232 associated with interface N 240. 

If, in act 410 (FIG. 4), JIT forwarding module 230 deter- 

mines that the packet is not a control packet, JIT forwarding 

module 230 may determine if the packet is a unicast packet 

(act 415). If the packet is a unicast packet, JIT forwarding 

module 230 may determine if the packet is destined for this 

node 110 (act 605, FIG. 6). JIT forwarding module 230 may 

make this determination by, for example, examining a desti- 

nation address associated with the packet. When the destina- 

tion address associated with the packet matches node llO’s 

network address, then JIT forwarding module 230 may deter- 

mine that the packet is destined for this node 110. In such an 

event, JIT forwarding module 230 may forward the packet to 

IP stack 220 within node 110 for processing (act 625). 

If the packet is a unicast packet that is destined for another 

node, JIT forwarding module 230 may perform a lookup to 

determine the next hop address and the radio profile to use for 

this packet (act 610). As set forth above, the radio profile 

specifies which network interface 240-1 through 240-i is to be 

used to transmit the packet. It will be appreciated that other 

8 
techniques (e.g., dedicated tables, part of the next hop table, 
etc.) may be used to identify the appropriate network inter- 

face 240-1 through 240-i from which a packet is to be trans- 

mitted. If the next hop address lookup indicates that there is 

5 no next hop, JIT forwarding module 230 may drop the packet. 

JIT forwarding module 230 may optionally compare the 

determined next hop address to the previous hop address (act 

615). If the two addresses are equal, this may indicate that the 

packet is in a loop. JIT forwarding module 230 may option- 

10 ally drop the packet (act 615). In many network topologies, 

loops are short-lived and dropping packets that are in a loop 

may result in dropping packets that may actually become 

routable within a very short amount of time. Therefore, in 

other implementations consistent with the principles of the 

15 invention, JIT forwarding module 230 may not perform act 

615. Alternatively or in conjunction with act 615, JIT for- 

warding module 230 may base decisions whether to drop the 

packet on a time to live (TTL) value associated with the 

packet. 

2o JIT forwarding module 230 may determine a ToS value for 

the packet (act 620). If the packet has been generated by this 

particular node 110, JIT forwarding module 230 may deter- 

mine a ToS value for the packet, assigning a default ToS value 

if unable to determine a ToS value (e.g., for non-IP data). For 

25 IP data, JIT forwarding module 230, or alternatively, a con- 
vergence layer or module above JIT forwarding module 230 

may, for example, determine a ToS value by examining the 

ToS byte in the IP header. If the packet is mid-path (i.e., node 

110 is an intermediate node along the path toward the packet’ s 

3o destination), JIT forwarding module 230 may, for example, 

obtain the ToS value for the packet from the ToS field in the 

packet’ s header. 

JIT forwarding module 230 may select a queuing disci- 

pline for the packet based on the ToS value (act 630). Various 

35 techniques for differentially treating packets are possible. For 

example, some systems may provide a set of prioritized first- 

in, first-out (FIFO) queues. In these situations, the queuing 

discipline returned can be the particular priority sub-queue 

310 into which the packet is to be inserted. In one implemen- 

4o tation, all nodes 110 may have the same, pre-configured, 

ToS-to-queuing discipline mapping. 

JIT forwarding module 230 may assign a sequence number 

to the packet and store the packet in the appropriate sub-queue 

310 that is associated with interface N 240 (act 635). As 
45 indicated above, the sequence number allows JIT forwarding 

module 230 to reorder packets within queues 232. 

In an alternative implementation consistent with the prin- 

ciples of the invention, JIT forwarding module 230 may 

ignore the next hop address lookup operation (act 610 in FIG. 

50 6), and instead may place the unicast packet on a priority 

sub-queue 310 associated with a network interface 240-1 

through 240-i even if no next hop was specified. JIT forward- 

ing module 230 may distribute such unicast packets among 

network interfaces 240 so that no single network interface 

55 becomes unfairly overburdened. When the unicast packet 

finally gets to the head of sub-queue 310 for transmission, an 

appropriate next hop may have become available. 

If, in act 415 (FIG. 4), JIT forwarding module 230 deter- 

mines that the packet is not a unicast packet (JIT forwarding 

6o module 230 may then determine the packet to be a multicast 

packet), JIT forwarding module 230 may determine whether 

the local node needs a copy of the packet (act 417). If the local 

node needs a copy of the packet, JIT forwarding module 230 

may forward a copy of the packet to IP stack 220 for process- 

65 ing (act 418). It will be appreciated based on the following 

description that acts 417 and 418 may alternatively be per- 

formed between acts 425 and 435. If the local node does not 
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need a copy of the packet (act 417) or after JIT forwarding 
module 230 forwards a copy of the packet to IP stack 220 (act 

418), JIT forwarding module 230 may perform a lookup to 

determine the set of neighboring nodes 110 that are to receive 

the packet (act 420). The set of neighboring nodes 110 may 

contain an indication of whether this particular node 110 

should receive a copy of the multicast packet. If this is a transit 

packet and this particular node 110 is to receive a copy of the 

packet, JIT forwarding node 230 may forward a copy of the 

packet to IP stack 220 for processing. 

JIT forwarding module 230 may determine whether there 

are any neighboring nodes 110 identified in the set of neigh- 

boring nodes 110 (act 425). If there are no nodes 110 identi- 

fied in the set, JIT forwarding module 230 may drop the 

packet (act 430). As an alternative, JIT forwarding module 

230 may, in response to receiving a multicast packet, enqueue 

a copy of the packet on a sub-queue 310 in all queues 232, 

even if no neighboring nodes 110 are identified in act 425. The 

rationale is that by the time one or more of these packets make 

it to the head of a sub-queue 310, the next hop table might 

have changed such that a neighboring node 110 should be 

receiving a packet at this time. In this way, JIT forwarding 

module 230 may avoid dropping packets that this node 110 is 

to relay. 

If the set of neighboring nodes 110 identifies one or more 

neighboring nodes 110 to receive the packet, JIT forwarding 

module 230 may determine a ToS value for the packet (act 

435). IfJIT forwarding module 230 is unable to determine a 

ToS value because, for example, the packet contains non-IP 
data, JIT forwarding module 230 may assign a default value. 

For IP data, JIT forwarding module 230, or alternatively, a 

convergence layer or module above JIT forwarding module 

230 may, for example, determine a ToS value by examining 

the ToS byte in the IP header. As described above, a ToS value 

may be included in the header of packets, so it can be easily 

obtained during forwarding operations at intermediate nodes 

110 in network 100. 

JIT forwarding module 230 may select a queuing disci- 

pline for the packet based on the ToS value (act 440). All 

copies of this packet, irrespective to which neighboring node 

110 this packet is to be transmitted, may be handled with the 

selected queuing discipline. Alternatively, the queuing disci- 

pline may be selected on a per-network-interface basis. JIT 

forwarding module 230 may assign a sequence number to the 

packet and store the packet in the appropriate sub-queue 310 

for each network interface 240-1 through 240-i, regardless of 
the specific neighboring nodes 110 identified to receive the 

packet (act 445). The possibility exists that, during the time 

when the multicast packet is enqueued and later de-queued, a 

neighboring node 110 may become reachable via a network 

interface 240-1 through 240-i that was not reachable when 

JIT forwarding module 230 determines the set of neighboring 

nodes 110 to receive the packet, described in act 420 above. In 

this way, all reachable neighboring nodes 110 will receive a 

copy of the packet when the packet is later transmitted by this 

particular node 110. In an alternative implementation consis- 

tent with the principles of the invention, act 445 may alterna- 

tively enqueue a copy of the packet on those network inter- 

faces through which one of the designated neighboring nodes 

is presently reachable. In this case, JIT forwarding module 

230 may, in act 445, consult the radio profile associated with 

each neighboring node, or employ alternate means, to deter- 

mine the appropriate subset of network interfaces 240 to 

which a copy of the packet should be enqueued. 

In an alternative implementation, individual queues 232 

and sub-queues 310 may be implemented in JIT forwarding 

module 230 in the form of one or more buffer pools (or virtual 

10 
buffer pools). FIG. 7 illustrates an exemplary alternative con- 

figuration of node 110 in an implementation consistent with 

the principles of the invention. As illustrated, each queue 

232-1 through 232-j may be served by a buffer pool within 

5 buffer pools 710 that is distinct from the pool used by queues 

232 associated with other network interfaces 240. Buffer 
pools 710 may include a set of one or more buffer pools, each 

of which could be an actual pool of buffers or, alternatively, a 

virtual pool allocated from a centrally-managed pool. In this 

10 implementation, a pool of a finite size within buffer pools 710 

may be assigned for each network interface 240-1 through 

240-i. In this way, different buffers for a particular buffer pool 

assigned to a network interface 240-1 through 240-i may act 

as different sub-queues 310 for that interface 240-1 through 

15 240-i. The size B of each buffer pool may be configurable on 

a per network interface 240-1 through 240-i basis. In one 

implementation consistent with the principles of the inven- 

tion, each buffer within a buffer pool may store a single packet 

of a maximum size appropriate for network 100 (e.g., 1500 

20 bytes for an Ethernet environment). 

FIG. 8 illustrates an exemplary process, performed by JIT 

forwarding module 230, for enqueuing packets to be trans- 

mitted from node 110 in this alternative implementation con- 

sistent with the principles of the invention. It will be appre- 

25 ciated that in other implementations, some of the acts 

described below may be performed by another module work- 

ing on behalf of or in conjunction with JIT forwarding module 
230. Processing may begin with JIT forwarding module 230 

receiving a packet to queue for network interface N 240. In 

30 response, JIT forwarding module 230 may determine 

whether the packet has been locally generated (act 805). JIT 

forwarding module 230 may determine, for example, that a 

packet has been locally generated if, for example, it was 

supplied by IP stack 220 or by a control application 210 

35 running on node 110. 

If the packet has been locally generated, JIT forwarding 

module 230 may determine if the number of already 

enqueued packets at equal or higher priorities (or number of 

buffers in the virtual buffer pool for interface N from buffer 

40 710 at equal or higher priority) exceeds a configurable local 

threshold W (act 810). In one implementation consistent with 

the principles of the invention, the threshold W may be con- 

fignrable on a per-network interface 240-1 through 240-i 

basis so as to prevent locally generated floods from pushing 

45 out mid-path packets that have already been the recipient of 

investment of time and energy by network 100. If the packet 

is locally generated and the number of buffers in use for 

network interface N 240 exceeds threshold W, JIT forwarding 

module 230 may drop the packet (act 815). In an alternative 

50 implementation consistent with the principles of the inven- 

tion, transit and locally-originated packets may be treated 

equally, in which case acts 805 and 810 may be bypassed. 

If the packet has not been locally generated or the number 
of buffers in use for network interface N 240 at equal or higher 

55 priority does not exceed threshold W, JIT forwarding module 
230 may determine if any free buffers for interface N 240 are 

available (act 820). If a free buffer exists, JIT forwarding 

module 230 may store the packet in the available buffer (act 

825). 
60 If no free buffers for interface N 240 are available, JIT 

forwarding module 230 may steal a buffer from a lower 

priority sub-queue 310 for network interface N 240. JIT for- 

warding module 230 may examine sub-queues 310 starting 

with the lowest configured priority and ending with the pri- 

65 ority one less than that of the current packet. JIT forwarding 
module 230 may select the first of those lower-priority sub- 

queues 310 that contains at least one buffer (act 830). IfJIT 
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forwarding module 230 is unable to select a sub-queue 310 

(act 835), JIT forwarding module 230 may drop the packet 

(act 840). If, on the other hand, JIT forwarding module 230 is 

able to select a sub-queue 310 (act 835), JIT forwarding 

module 230 may remove a buffer from that sub-queue and 

drop the packet that was occupying that buffer (act 845). 

Then, JIT forwarding module 230 may store the current 

packet in that buffer (act 850). 

When choosing a buffer to remove from the selected lower- 

priority sub-queue 310, JIT forwarding module 230 may 

remove the buffer from the tail of the sub-queue. Alterna- 

tively, JIT forwarding module 230 may, for example, remove 

a buffer from the head of the sub-queue or may perform 

random early drop (RED) in which a random packet is 

dropped. JIT forwarding module 230 may record statistics 

about any buffer shortages. 

FIGS. 9-11 illustrate an exemplary process for dequeuing 

packets, performed by JIT forwarding module 230, in an 

implementation consistent with the principles of the inven- 

tion. It will be appreciated that in other implementations, 

some of the acts described below may be performed by 

another module working on behalf of or in conjunction with 

JIT forwarding module 230. Processing may begin with JIT 

forwarding module 230 receiving a signal from a network 
interface 240-1 through 240-i, such as network interface 240- 

1, indicating that network interface 240-1 is ready to transmit 

the next packet (act 905, FIG. 9). In response, JIT forwarding 

module 230 may identify the highest priority sub-queue 310 
within queue 232-1 containing a packet for network interface 

240-1 (act 910). JIT forwarding module 230 may dequeue the 

packet at the head of the highest priority sub-queue 310 (act 

915). 
If no sub-queue 310 presently contains a packet for net- 

work interface 240-1, in one implementation consistent with 

the principles of the invention, JIT forwarding module 230 

may record the fact that network interface 240-1 is ready to 

accept the next packet for transmission. Then, when a packet 

is later enqueued on any sub-queue 310 associated with net- 

work interface 240-1, JIT forwarding module 230 may con- 

tinue with act 910 (FIG. 9). 
If the packet is control traffic, or user data traffic targeted 

directly at a particular network interface (rather than at the 

forwarding layer), JIT forwarding module 230 may forward 

the packet to network interface 240-1 after adding/manipu- 

lating headers as appropriate (act 920). It will be appreciated 

that the radio profile index and the ToS bits may be held along 

with the packet while the packet is stored in sub-queue 310. 

If the packet is a unicast packet, JIT forwarding module 

230 may perform another next hop lookup on the packet and 

retrieve the radio profile for this packet (act 1005, FIG. 10). 

JIT forwarding module 230 may determine if a next hop 

exists (act 1010). If the lookup operation specifies "no next- 
hop," JIT forwarding module 230 may drop the packet and 

proces sing may return to act 910 (FIG. 9) with JIT forwarding 

module 230 identifying the highest priority sub-queue 310 

containing a packet for network interface 240-1. In this situ- 

ation, the final destination may have become unreachable in 

the time that the packet was waiting in sub-queue 310. 

Optionally, JIT forwarding module 230 may determine 

whether the packet is in a loop. To do so, JIT forwarding 

module 230 may compare the newly evaluated next hop 

address to the previous hop address. JIT forwarding module 

230 may drop the packet if it is determined to be in a loop. 

Alternatively or in conjunction with the above, JIT forward- 

ing module 230 may make drop decisions based on a TTL 

value associated with the packet. 

12 
JIT forwarding module 230 may determine if the network 

interface identified in the radio profile retrieved in act 1005 

matches network interface 240-1 (the network interface 
requesting a packet in act 905) (act 1020). It will be appreci- 

5 ated that as an alternative or in addition to the above, JIT 

forwarding module 230 may use other techniques for identi- 
fying the network interface. If the network interface is not the 

correct network interface (e.g., the network interface identi- 

fied in the radio profile does not match network interface 

10 240-1 that requested a packet in act 905), JIT forwarding 

module 230 may requeue the packet on the correct sub-queue 

310 in network interface 240’s queue 232 (act 1025). JIT 

forwarding module 230 may enqueue the packet at the correct 

location in new priority queue 232 using the sequence number 

15 associated with the packet. That is, when enqueueing, JIT 

forwarding module 230 may search through new queue 232 

for the correct position (e.g., the correct sub-queue 310 and 

the correct location within the sub-queue). When FIFO 

queues are used, JIT forwarding module 230 may scan the 

20 appropriate sub-queue 310 withinnew queue 232 for an inser- 

tion point where sequence numbers ahead of the requeued 

packet will be smaller, and sequence numbers behind the 

requeued packet will be larger. Placement of the packet within 

the new sub-queue 310 may also take into consideration 

25 sequence number rollover. As an alternative to requeuing a 

single packet, JIT forwarding module 230 may perform next 

hop address lookup operations on the first M packets (where 

M may be a confignrable value) in sub-queue 310 (or the 

entire sub-queue 310), so that a number of packets could 

30 potentially be requeued at the same time. 

If the network interface identified in the radio profile 

matches network interface 240-1 that requested a packet in 

act 905, JIT forwarding module 230 may forward the packet 

to network interface 240-1 (act 1030). Since the next hop 

35 node 110 for this packet may have changed between the 

original enqueue and this dequeue operation, JIT forwarding 

module 230 may pass the newest next hop address and radio 

profile to network interface 240-1 and not the original next 

hop address and radio profile that were determined when the 

40 packet was enqueued. 

If the packet is a multicast packet, JIT forwarding module 

230 walks through the list (or set) of next hops, as designated 

in the forwarding tables for the multicast packet, until either 

the end of the list is reached or a neighboring node has been 

45 found whose associated network interface matches the net- 

work interface (i.e., network interface 240-1) requesting a 

packet. It should be appreciated that the list of next hops for 

this multicast packet, and the radio profile associated with 

each of these next hops, may change at any time. 

50 This iterative process will now be described in further 

detail. JIT forwarding module 230 looks up the next hop and 

associated radio profile for this multicast packet (act 1105, 

FIG. 11). IfJIT forwarding module 230 reaches the end of the 

list of next hops (act 1110), JIT forwarding module 230 may 

55 drop the packet (act 1115) and processing may return to act 

910 (FIG. 9) with JIT forwarding module identifying the 

highest priority sub-queue 310 containing a packet for net- 

work interface 240-1. 

Ira next hop is found in the next hop list (act 1110), JIT 

60 forwarding 230 may determine if the next hop is non-local 

(act 1120), since if the local node needs a copy of this packet, 

it has already been supplied in act 418 (FIG. 4). JIT forward- 

ing 230 may also determine if the next hop is associated with 

the network interface (i.e., network interface 240-1) request- 

65 ing service (act 1120). It may be appreciated that the next hop 

list for this packet may contain next hops associated with 

network interfaces other than 240-1. To determine if the next 
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hop is associated with network interface 240-1, JIT forward- 

ing module 230 may determine if the network interface iden- 

tified in the radio profile associated with this next hop (as 

identified in act 1105) matches network interface 240-1. JIT 
forwarding module 230 may use alternative or additional 

means to determine if the next hop is associated with the 

desired network interface 240-1. 

If, in act 1120, JIT forwarding module 230 determines that 

the necessary criteria have not been met, processing may 
return to act 1105. If, one the other hand, a suitable next hop 

is found (act 1120), JIT forwarding module 230 may make a 
copy of the multicast packet and queue that copy on the head 

(i.e., front) of the appropriate sub-queue 310 (i.e., the sub- 

queue selected in act 910) for network interface 240-1 (act 

1125). JIT forwarding 230 may also record the current posi- 

tion in the next hop list (act 1125), so that JIT forwarding 

module 230 may continue on from that point the next time 

network interface 240-1 requests a packet and JIT forwarding 

module 230 selects the current packet (e.g., as in FIG. 9, acts 

910 and 915) for processing. 

JIT forwarding module 230 may forward the multicast 

packet to network interface 240-1 (act 1130). In an alternative 

implementation, JIT forwarding module 230 may, after mak- 

ing a copy of the multicast packet in act 1125, instead save the 

multicast packet, and send the copy in act 1130. 

In some situations, it may be important to limit the total 

number of copies of a multicast packet that are sent, even at 

the expense of missing neighboring nodes that may be added 

to the forwarding tables during the time that a multicast 

packet is being processed. As a modification to the above 

processing, JIT forwarding module 230 may, at the time that 

a multicast packet reaches the head of a sub-queue 310 for the 

first time and was dequeued, record all of the neighboring 

nodes currently associated with that multicast packet, and 

then only consider those original neighboring nodes as eli- 

gible next hops when the associated network interface 240 

requests additional packets. 

In other situations, it may be important to increase the 

likelihood that all of the neighboring nodes that the forward- 

ing tables indicate should receive a copy ofa multicast packet 

are, in fact, sent a copy. If the association between next hops 

and network interfaces 240 is changing rapidly, and one of the 

network interfaces, e.g. 240-i, is significantly faster than 

another, e.g. 240:/’, it is possible to lose multicast packets that 

might otherwise be deliverable. This could occur when a copy 

of a multicast packet on network interface 240-i’s highest 

priority sub-queue 310 arrives at the head of the sub-queue 

310, but all the lookup operations specify transmission on 
network interface 240@ Some time later a copy of the same 

multicast packet may arrive at the head of network interface 

240-j’s highest priority sub-queue 310, but the forwarding 
tables may have changed and all lookup operations now 

specify network interface 240-i. One way of averting this 

situation would be a "scorecard" approach, where JIT for- 

warding module 230 records which of the next hops for a 

multicast packet have already been sent a copy. The scorecard 

could be used to ensure that JIT forwarding module 230 

requeues a copy of the multicast packet for the current net- 

work interface (e.g., 240-0 associated with any given next 

hop (in a manner similar to FIG. 10, acts 1020 and 1025), until 

that next hop is sent exactly one copy of the packet. At some 

point, a lookup operation might indicate that a given next hop 

is no longer reachable via any of the network interfaces 240, 

in which case JIT forwarding module 230 might cease 

attempting to send the packet to that next hop. It may be 

appreciated that the "scorecard" approach, in addition to 

increasing the likelihood that all designated next hops will 

14 
receive a copy of a multicast packet, also reduces the likeli- 

hood that a neighboring node will receive extra copies of the 

packet. 

In an alternative implementation consistent with the prin- 

5 ciples of the invention, node 110 may include a separate 

queue or memory for storing multicast packets. In this situa- 

tion, JIT forwarding module 230 may store a virtual place- 

holder for each multicast packet in a sub-queue 310 of one or 

all of queues 232. When the first of the one or more virtual 

10 placeholders for a multicast packet gets to the head of a 

sub-queue 310 and is dequeued, JIT forwarding module 230 

may retrieve the multicast packet from the separate queue or 

memory, identify all next hops that need to receive a copy of 

the multicast packet, and identify all network interfaces 240 

15 that are associated with at least one of the identified next hops. 

JIT forwarding module 230 may then place at least one copy 

of the multicast packet at the head of a sub-queue 310 of at 

least one queue 232 associated with each of the identified 

network interfaces 240. When any remaining virtual place- 

2o holder for the same multicast packet later reaches the head of 

a sub-queue 310 and is dequeued, JIT forwarding module 230 

may ignore that virtual placeholder, since copies of the mul- 

ticast packet have already been enqueued and dequeued, 

wherever needed. An advantage of this alternative implemen- 

25 tation is that all multicast neighbors for all network interfaces 

240 are determined at the same time. 

CONCLUSION 

30 Implementations consistent with the principles of the 
invention provide just-in-time forwarding decisions to ensure 
that data being transmitted by a node in a communications 
network reaches its intended destination. 

The foregoing description of exemplary embodiments of 
35 the present invention provides illustration and description, 

but is not intended to be exhaustive or to limit the invention to 
the precise form disclosed. Modifications and variations are 
possible in light of the above teachings or may be acquired 
from practice of the invention. For example, while series of 

4o acts have been described with regard to FIGS. 4-6 and 8-11, 
the order of the acts may be varied in other implementations 
consistent with the present invention. Moreover, non-depen- 
dent acts may be implemented in parallel. 

No element, act, or instruction used in the description of the 

45 present application should be construed as critical or essential 
to the invention unless explicitly described as such. Also, as 
used herein, the article "a" is intended to include one or more 
items. Where only one item is intended, the term "one" or 
similar language is used. 

5o The scope of the invention is defined by the claims and their 
equivalents. 

What is claimed is: 
1. A method for transmitting data units from a node in a 

communications network, the method comprising: 
55 placing a data unit in a first transmission queue associated 

with a network interface of the node based at least in part 
on initial forwarding information that specifies informa- 
tion related to transmitting the data unit from the node to 
a second node in the communication network, wherein 

6o the second node is distinct from and physically sepa- 
rated from the node; 

determining, at the node, that the data unit has reached a 
head of the first transmission queue; 

upon the data unit reaching the head of the first transmis- 
65 sion queue, altering, at the node, the initial forwarding 

information based at least in part on updated routing 
information; and 



US 8,103,792 B2 

15 
transmitting the data unit from the node using the altered 

forwarding information. 

2. The method of claim 1, wherein altering the forwarding 

information comprises changing a next hop node for reaching 
a -destination node. 

3. The method of claim 2, comprising determining an ini- 
tial next hop node for inclusion in the initial forwarding 

information prior to placing the data unit in the first transmis- 
sion queue. 

4. The method of claim 1, comprising moving the data unit 

to the head of a second transmission queue associated with a 

second network interface of the node based on the altered 

forwarding information. 

5. The method of claim 1, wherein altering the forwarding 

information comprises obtaining a different radio profile for 

use in transmitting the data unit. 

6. The method of claim 1, comprising: 

upon the data unit reaching the head of the first transmis- 

sion queue: 

resolving a multicast address associated with the data unit 

to determine a plurality of multicast recipients, 

identifying a network interface for forwarding the data unit 

to each of the plurality of recipients of the data unit, and 

placing a copy of the data unit at a head of a queue associ- 

ated with each identified network interface. 

7. The method of claim 6, wherein altering the forwarding 

information comprises, for each copy of the data unit, updat- 

ing a next hop address to reflect the corresponding next hop 

node for the respective multicast recipients. 

8. The method of claim 6, wherein the node comprises a 

plurality of network interfaces, the method comprising, prior 

to the data unit reaching the head of the first transmission 

queue, placing the data unit in a second transmission queue 

associated with a second network interface. 

9. The method of claim 8, comprising, prior to placing the 

data unit in the first transmission queue or the second trans- 

mission queue, resolving a multicast address associated with 

the data unit to determine a plurality of multicast recipients, 

and determining which network interfaces are to be used to 

forward the data unit to each multicast recipient. 

10. The method of claim 1, wherein placing a data unit in a 

first transmission queue comprises storing a copy of the data 

unit in the first transmission queue. 

11. The method of claim 1, wherein placing a data unit in a 

first transmission queue comprises storing the data unit in a 

memory and storing a placeholder in the first transmission 

queue. 

12. The method of claim 1, wherein the network interface 
transmits the data unit over an ad hoc network. 

13. A network device for transmitting data units from a 

node in a communications network, the network device com- 
prising: 

a first transmission queue for storing a data unit; 

a network interface associated with the first transmission 

queue and configured to forward the data unit to other 

network devices; and 
a forwarding module configured to: place the data unit in 

the first transmission queue of the network interface 

based at least in part on initial forwarding information 

that specifies information related to transmitting the data 

unit from the node to a second node in the communica- 

tion network, wherein the second node is distinct from 
and physically separated from the node; 

determine, at the network device, that the data unit has 
reached a head of the first transmission queue; 

alter, at the network device, the initial forwarding informa- 

tion based at least in part on updated routing informa- 

16 
tion, in response to determining that the data unit has 

reached the head of the first transmission queue; and 

transmit the data unit from the network device using the 

altered forwarding information. 
5    14. The network device of claim 13 wherein, when altering 

the forwarding information, the forwarding module is further 

configured to change a next hop node for reaching a destina- 

tion node. 

15. The network device of claim 14, wherein the forward- 
10 ing module is further configured to determine an initial next 

hop node for inclusion in the initial forwarding information 

prior to placing the data unit in the first transmission queue. 

16. The network device of claim 13, wherein the forward- 

15 ing module is further configured to move the data unit to the 

head of a second transmission queue associated with a second 

network interface of the node based on the altered forwarding 

information. 

17. The network device of claim 13 wherein, when altering 

2o the forwarding information, the forwarding module is further 
configured to obtain a different radio profile for use in trans- 

mitting the data unit. 

18. The network device of claim 13, wherein the forward- 

ing unit, upon determining that the data unit has reached the 
25 head of the first transmission queue, is further configured to: 

resolve a multicast address associated with the data unit to 

determine a plurality of multicast recipients, 

identify a network interface for forwarding the data unit to 

each of a plurality ofmulticast recipients of the data unit, 
30     and place a copy of the data unit at a head of a queue 

associated with each identified network interface. 

19. The network device of claim 18, wherein, when altering 

the forwarding information, the forwarding module is con- 

35 
figured to, for each copy of the data unit, update a next hop 

address to reflect the corresponding next hop node for the 

respective multicast recipients. 

20. The network device of claim 18, wherein the forward- 

ing module is configured to place the data unit in a second 

4o transmission queue associated with a second network inter- 
face, prior to the data unit reaching the head of the first 

transmission queue, and 

wherein, prior to placing the data unit in the first transmis- 

sion queue or the second transmission queue, the for- 
45 warding module is further configured to: 

resolve a multicast address associated with the data unit to 

determine a plurality ofmulticast recipients, and 

determine which network interfaces are to be used to for- 

ward the data unit to each multicast recipient. 
5o 21. The network device of claim 13, wherein the network 

interface is configured to transmit the data unit over an ad hoc 

network. 

22. A non-transitory computer-readable medium contain- 

55 
ing instructions that, when executed by at least one processor 

of a node, causes the at least one processor to perform a 

method for transmitting data units from a node in a commu- 

nications network, the method comprising: 

placing a data unit in a first transmission queue associated 

60 with a network interface of the node based at least in part 

on initial forwarding information that specifies informa- 

tion related to transmitting the data unit from the node to 

a second node in the communication network, wherein 

the second node is distinct from and physically sepa- 

65 rated from the node; 
determining, at the node, that the data unit has reached a 

head of the first transmission queue; 
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upon the data unit reaching the head of the first transmis- 

sion queue, altering, at the node, the initial forwarding 
information based at least in part on updated routing 
information; and 

transmitting the data unit from the node using the altered 
forwarding information. 

23. The non-transitory computer-readable medium of 
claim 22, wherein altering the forwarding information com- 
prises changing a next hop node for reaching a destination 
node. 

24. The non-transitory computer-readable medium of 
claim 23, wherein the method further comprises: determining 
an initial next hop node for inclusion in the initial forwarding 
information prior to placing the data unit in the first transmis- 
sion queue. 

25. The non-transitory computer-readable medium of 
claim 22, wherein the method further comprises: moving the 
data unit to the head of a second transmission queue associ- 
ated with a second network interface of the node based on the 
altered forwarding information. 

26. The non-transitory computer-readable medium of 
claim 22, wherein altering the forwarding information com- 
prises obtaining a different radio profile for use in transmit- 
ting the data unit. 

27. The non-transitory computer-readable medium of 
claim 22, wherein the method further comprises: 

upon the data unit reaching the head of the first transmis- 
sion queue: resolving a multicast address associated 
with the data unit to determine a plurality of multicast 
recipients, 

18 
identifying a network interface for forwarding the data unit 

to each of the plurality of recipients of the data unit, and 
placing a copy of the data unit at a head of a queue associ- 

ated with each identified network interface. 
5    28. The non-transitory computer-readable medium of 

claim 27, wherein altering the forwarding information com- 
prises, for each copy of the data unit, updating a next hop 
address to reflect the corresponding next hop node for the 
respective multicast recipients. 

10 29. The non-transitory computer-readable medium of 

claim 27, wherein the node comprises a plurality of network 
interfaces, the method comprising: 

prior to the data unit reaching the head of the first trans- 
15 mission queue, placing the data unit in a second trans- 

mission queue associated with a second network inter- 
face; and 

prior to placing the data unit in the first transmission queue 
or the second transmission queue, resolving a multicast 
address associated with the data unit to determine a 

20 
plurality ofmulticast recipients, and determining which 
network interfaces are to be used to forward the data unit 
to each multicast recipient. 

30. The non-transitory computer-readable medium of 
claim 22, wherein the network interface transmits the data 

25 unit over an ad hoc network. 
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